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SRE/DevOps Engineer

Employer Details:

Nancy Reagan 
+1 330 288 8718
nancy@omnicrontech.com


PROFESSIONAL SUMMARY:

A highly skilled DevOps and Site Reliability Engineer with 15 years of experience in the IT Product Industry, particularly in E-commerce, possessing expertise in cloud platforms, version control systems, and container orchestration. Proficient in CI/CD tools, scripting, automation, and infrastructure management, with strong skills in deploying and managing web applications on both Windows and Linux platforms.

· Deploying and configuring Splunk ITSI, Dynatrace and SCOM for log analytics and system/application monitoring
· Performing automations through Splunk SOAR (Python) Playbooksto provision Nginx, Tomcat servers, IIS, Cron Jobs, Oracle, SQL, Azure and other Linux and windows servers.
· Proficient in performing the regular release/deploys using different CI/CD tools like Bitbucket, GIT, SVN, Team city, Nolio, Chef, Azure DevOps and Splunk to ensure continuous operation and continuous delivery of systems.
· Vast expertise utilizing Jenkins, Ansible, Chef, Puppet, Maven, Git, Nexus, Docker, and Kubernetes to implement Continuous Integration (CI), Continuous Delivery (CD), and Continuous Deployment (CD) on a variety of Java-based applications. 
· Synthetic Monitoring through Catchpoint tool.Building tests (Selenium/JS/Playwright) as per functionality and monitor them through the Catchpoint dashboard.
· Configured IAC with Terraform. Utilized Multi cloud support with Terraform .Utilized declarative syntax from Terraform 
· Modernizing monitoring capabilities, to send alerts generated from Splunk/Dynatrace/Catchpoint to the MS Teams channel automatically.
· Managinglarge-scale web applications, infrastructure systems, Middleware Support on IIS and Apache/Tomcat/Nginx web applications on windows and Linux platforms.
· Troubleshooting errors/ issues in Web applications/Pages through Incidents.
· Administration and management of F5 BIGIP Load Balancer
· Administration and management of Akamai CDN: Handling redirections, Caching rules, CCU, monitoring, and reporting.
· Automation and support of software releases (planning, preparing, and controlling software releases)
· As Site reliability engineer, created software to improve the reliability of systems in production, fixing issues, responding to incidents.
· Application and MicrosoftAzure/PCF infrastructure monitoring setup using Splunk and Dynatrace by log management and data visualization.
· Investigated 5XX and 4XX errors, performing root cause analysis and collaborating with dev teams for fixes.
· Improving application response times.
· Solid understanding of technologies like DNS, Load Balancing, SSL certificate management, andsecurity best practices
· Writing Splunk queries for gathering prod metrics from logs
· Mapping business requirements, enterprise analysis, designing & developing customized Solutions.
· Remediatingsecurity vulnerabilities through Qualys/Kenna/Pen test scanning on IIS, Apache/tomcat, BIGIP F5 on Windows/Linux boxes.
· Automating IIS Hardening for security reasons and performingpre-andpost-patching checks on all servers through PowerShell Scripts.
· [bookmark: _Hlk509244105]Excellent at definingChefServer and workstation to manage and configure nodes.
· Developed Chef Cookbooksfor system configuration management.
· Migrating on-premises applications to Azure/ PCF as per the project requirement 
· Experienced in branching, tagging, and maintaining the version across the environments using SCM tools like GitHub, Subversion (SVN), TFS and Azure DevOpson Linux and Windows platforms. Maintained and administered GIT source code tool. Imported and managed multiple corporate applications into GitHub code management repo. 



· Monitored infrastructure performance with tools such as Dynatrace, SCOM and Zabbix.
· Built a new tool forsimilar incident/defect search functionalities and, for more accurate results, adapted Machine Learning (ML) practices.
· Developed and documented automated build scripts using Python.
· Led the strategic planning and execution of complex cloud migrations, successfully transitioning critical applications to a balanced cloud infrastructure using AWS, GCP, and Azure, enhancing business agility.
· Using JIRA, confluence and SharePoint for requirements and documentation
· Excellent communication and interpersonal skills, and leadership quality andthe ability to work efficiently in both independent and teamwork environments.


EDUCATION:

Bachelor of Technology in IT – JNT University – 2008


CERTIFICATIONS:
· Microsoft Certified: Azure AI (Artificial Intelligence) Engineer Associate
· Splunk ES, ITSI, and Splunk-Advanced SOAR Implementation certificate
· IBM Cloud Private infrastructure and Architecture
· IBM Certification with DevOps Essentials
· ITIL V3 Foundation


TECHNICAL SKILLS:

	DevOpsTools
	JIRA, Confluence, TeamCity, Ansible, Docker, Kubernetes, CloudBees, Jenkins, Python, Elastic Search, Kibana, Kafka, Grafana, Packer, Prometheus, AIOps, Harness, AppDynamics, PagerDuty, Gitlab-CI, Chef, Terraform, GitHub, BitBucket

	Cloud Environments
	Microsoft Azure & Dell CloudPCF (Pivotal Cloud Foundry)

	CI/CDTools
	Nolio,Jenkins, Maven, Ansible, CodeDeploy, Splunk Phantom/SOAR

	VersioningTools
	GIT,GitLab,Bitbucket,Subversion,

	Scripting
	PowerShellScript,Python,Ruby, Bash Shell scripting, Selenium, Java Script, Playwright

	Databases
	SQL, Oracle

	WebApplications
	IIS,Apache,Tomcat

	CDN
	Akamai

	LoadBalancer
	BIGIPF5LoadBalancer

	MonitoringTools
	SplunkES,SplunkITSI,Catchpoint, Dynatrace,SCOM,TSDBGrafana,Glass BoxandNagios

	OperatingSystem
	Windows Servers,Linux

	TicketingTools
	ServiceNow,Maximo,Remedy









PROFESSIONAL EXPERIENCE:

Dell Technologies, India	Nov’2021 – Aug 2024
Role: Principal Software Engineer-SRE/Devops
Responsibilities:
· Analyze data to deeply understand operational characteristics of our systems in production
· Web application performance baselining, analysis, tuning, capacity planning and demand forecasting
· Assist with development and implementation of Dev Ops SRE solutions for large scale distributed web applications across multiple tiers and data centers
· Identify all monitoring requirements are met and carry out periodic reviews of checks currently in place to ensure service meets or exceeds customer expectations
· Proactively review and recommend changes to the live infrastructure after ensuring the right validation has been carried out
· Synthetic Monitoring through Catchpoint tool. Build the tests (Selenium/JS) as per the functionality and monitor it through the Catchpoint dashboard.
· To build monitoring and automation tools using different tools (Splunk ITSI, Catchpoint, Dynatrace, Phantom (SOAR)etc.,)
· Built GitLab pipelines with Ansible as a configuration management tool to deploy required packages for the application. 
· To automate system capacity, uptime ,and other system/application related reports
· To develop dashboards/Splunk GlassTable/Catchpoint Tests for our Applications and infrastructure
· To perform deep-dive analysis on application issues
· Strong working knowledge of Windows and/or Linux operating systems, their underlying components, system statistics, performance tuning, file systems and I/O
· Good understanding and experience with scripting: Python, Power Shell, and Bash
· Working in migrating on-premises applications to Cloud PCF/Microsoft Azure
· Automated the pre/post patching process on windows servers with PowerShell scripting.
· Built a new tool for similar incident/defect search functionalities and, for more accurate results, adapted Machine Learning (ML) practices.
· Lead infrastructure automation initiatives using Azure services like ARM Templates, Azure DevOps, and Azure Functions to automate infrastructure deployments and scaling.
· Migrated on-premises applications to Azure cloud environment, optimizing performance and cost-efficiency.
· Developed CI/CD pipelines with Azure DevOps and GitLab CI, integrated with Maven for automated build and deploy processes.
· Managed and configured repositories with Git, GitHub, and GitLab, including branching, merging, and version control.
· Automated application deployments on Azure Kubernetes Service (AKS) clusters and integrated with Azure DevOps pipelines.
· Created infrastructure monitoring and alerting using Azure Monitor, integrated with Splunk, Dynatrace, and SCOM.
· Enhanced collaboration and deployment efficiency by managing source control with Git, GitHub, and GitLab repositories.
· Created Docker containers and managed orchestration using Kubernetes and Azure Kubernetes Service (AKS).
· Automated infrastructure provisioning using Terraform scripts and Azure Resource Manager (ARM) templates.
· Implemented automated build processes using Maven for Java applications to manage dependencies and build artifacts.
· Worked with multi-cloud setups involving AWS, GCP, and Azure to ensure high availability and reliability of services.
· To remediate the security vulnerabilities which are detected through Kenna scanning SRE Support Servers.
· Build and Provision new environments using Splunk SOAR andPower Shell Scripts.
· Working on monitoring and logging tools like Grafana, Splunk and Zabbix for monitoring network services and host resources.
· Working on Splunk tool to analyze the logs and integrated ServiceNow with Splunk to generate incidents from alerts.
· To  Modernize the monitoring capabilities, to send the alerts generated from Splunk/Dynatrace/Catchpoint to the MS Teams channel automatically.
· Working on Monitoring and creating alerts based on the log error analysis from Splunk/Dynatrace indexes/Catchpoint tests.
· Expertise to analyze and correlate events through Splunk search stringsand operational strings.
· Received the Game Changer Award twice for Innovations/new ideas during a 2.5-year tenure at Dell.

Environment/Tools: SplunkES,Splunk ITSI,Phantom (SOAR), Python,Dynatrace,Catchpoint (Selenium/Playwright),IIS, Oracle, PowerShell, Bash Shell, React JS,  Windows, Linux, PCF (Pivotal Cloud Foundry), Azure, TFS, Azure DevOps, , GitLab CI, AWS, GCP, Git, GitHub, Terraform, Maven, Ansible, Docker,  Jenkins, Kubernetes

IBM/Kyndryl, India                                                                                                                                             Nov 2015 – Nov’2021
Client: JonesLangLaSalle(JLL)and H&M
Role: SRE/DevOps Engineer
Responsibilities:
· Worked as Subject Matter Expert in role of “Web Application Specialist".
· To perform regular release/deploys using different CI/CD tools like Bitbucket, GIT, SVN, Team city, Nolio, Azure DevOps to ensure continuous operation and continuous delivery of systems.
· To make sure all Web applications in Production Environment are up and running fine all the time.
· Administered and managed IIS and Apache/Tomcat web applications on Azure cloud and on-premises.
· To Perform IIS Hardening on all servers for security reasons.
· Migrated web applications from on-premises to Azure, configuring Azure resources like VMs, Azure Load Balancers, and storage accounts.
· Support on Apache/ Tomcat web applications on On-prem/Azure servers.
· Responsible for administration and management of F5 BIGIP Load Balancer
· Manage the applications through Microsoft Azure.
· Administration and managing of Akamai CDN (Content Delivery Network): Handling and implementing the redirections, Caching rules, CCU, monitoring and reporting in Akamai CDN
· Troubleshooting and resolving the Splunk issues - performance, log monitoring issues; role mapping, dashboard creation etc.
· Work closely with Application Teams to create new Splunk dashboards for Operation teams.
· Managed Git, GitHub, and GitLab repositories for version control and code management, collaborating with development teams.
· Deployed CI/CD pipelines using Azure DevOps, GitLab CI, and Jenkins for automated builds, testing, and deployments.
· Developed Maven build automation scripts for Java-based applications to streamline build and deployment processes.
· Implemented robust monitoring and alerting systems with Splunk, Dynatrace, and SCOM to ensure application availability on Azure and on-prem environments.
· Supported AWS and GCP integrations to build hybrid cloud solutions for clients, leveraging the strengths of multi-cloud architectures.
· Provisioned cloud resources on Azure, including configuring Azure Kubernetes Service (AKS) for containerized applications.
· Automated tasks related to SSL certificate management, security compliance, and server patching using PowerShell in Azure.
· Successfully led the adoption of GitLab and GitHub for code collaboration, improving code quality and review processes.
· Administrate and manage around 600+ windows servers in on-Prem/Azure Platform which we are supporting for all HM.com applications.
· Act and troubleshoot immediately on-site unavailability issues.
· To remediate the security vulnerabilities which are detected through Qualys/Pen test scanning on IIS, Apache/tomcat, BIGIP F5.
· Handling all the aspects of administration tasks such as day-to-day site monitoring through Splunk, TSDB, SCOM, OS related issues, maintenance, Installation, Configuration.
· Trouble shooting and setting Maintenance/ Queue sign through Akamai and BIGIP load balancer for any site unavailability issues.
· Administrate the OCG tool (where customer information resides)
· Monthly Deployments through Automation tool Nolio.
· Support in the Designer Campaign Event.
· Good understanding of methods used in Monitoring the availability of Shop.
· Created automated deployment scripts using PowerShell and integrated with Azure DevOps for continuous delivery.
· Documentation on new processes/ activities.
· Inspire each team member to perform and produce their best.

Environment/Tools:IIS,Apache,Tomcat,Microsoft Azure, Akamai, DNS, BIGIPLoadBalancer, .NET, Nolio, GIT, Bitbucket, Teamcity, SVN,  Terraform, Maven, Ansible, Docker,  Jenkins, Kubernetes, PowerShell, Splunk,Jira, Confluence, Nolio, Chef,SCOM, Azure DevOps, Azure Infrastructure

Infosys Limited, India                                                                                                   Oct 2011 – Oct 2015
Client: NordstromInc.andAdidasAG
Role: Technology Lead
Responsibilities:
· Worked as a Technical Lead and delivered support as per agreements.
· Administration and management of IIS (internet Information Service)
· Administrate and manage around 1500+ windows servers.
· Act and troubleshoot immediately on-site unavailability issues.
· Installation and Upgrade of Software’s like IIS, web deploy, Splunk Forwarder, Dynatrace etc.,
· Responsible for administration and management of F5 BIGIP Load Balancer
· Administration and managing of Akamai CDN (Content Delivery Network):Handling and implementing the redirections, Caching rules, CCU, monitoring and reporting in Akamai CDN
· Handling all the aspects of administration tasks such as day-to-day site monitoring through Splunk, SCOM, OS related issues, maintenance, Installation, Configuration, Clustering
· Installation of new SSL certificates in the servers
· Responsible for administration of Active Directory, DNS, DHCP and WSUS.
· Creating the PowerShell scripts for Automation of tasks.
· Managing and Administration of SCOM.
· Managing Group Policies across the environment.
· Jira/ Confluence administration
· Managing various project artifacts like DNS Sheet, Load Balancer Sheet, Server Sheet, and Software and licensing information sheet etc.
· Work closely with the technical operation team to discuss and implement process improvements.

Environment/Tools: IIS,Windows OS,Akamai,F5LoadBalancer,Azure, DNS,AD,DHCP,PowerShell

IBM, India	July 2008 – July 2011
Client: BHPBilliton(AUBasedMiningCompany)andAGL.
Role: Operations Lead Specialist	
Responsibilities:
· Administrate and manage around 3000+ windows servers.
· Patch management through WSUS – To keep the systems up to date from the Latest Vulnerabilities addressed by software vendors like Microsoft. Worked on remediation of Non-Compliance issue in Health Check by implementing the security settings as per client standards manually and automatically.
· Responsible for administration of Active Directory, DNS, DHCP and WSUS.

Environment/Tools:WindowsOS,SCCM,WSUS,DNS,DHCP
image1.png




image2.png
Microsoft
CERTIFIED





